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Two-Tier Approach for Securing Privileged Accounts and Identity Access

Secure your organization from data breaches related to stolen credentials, hijacked insider accounts, and misused
privileges, without compromising on end user experience. The joint solution from OnelLogin and BeyondTrust extends
access controls and protections across your hybrid environment, from servers to on-prem applications to cloud systems.

Onelogin’s Unified Access Management platform covers SaaS and on-prem applications, offering single sign-on,
adaptive multi-factor authentication, automated user management and access reporting.

BeyondTrust’s Privileged Access Management platform provides visibility and control over privileged accounts & users.
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Joint Solution Benefits
Unify Access and Identity Policy Management
For Privileged and Non-Privileged Users Secure User Account and Session Management
Provide enterprises with comprehensive access and Gain access visibility and correlate analytics on login

excessive end user privileges and remediate threats.

Equip all end users with a secure and controlled pathway

to log into tools they need everyday. When users need to log into systems, enforce contextual
security policies for accessing applications and

Simplify and secure employee access to cloud and infrastructure, such as Adaptive step-up authentication, IP

on-prem applications via OneLogin’s single sign-on web Whitelisting, Geofencing, and date/time-based access.

portal.

Automatically apply stricter security policies when

Establish secure sessions for privileged admin users to accessing applications as admin users or logging into
IT/network infrastructure via BeyondTrust. Apply additional ~ Systems with highly sensitive data.
protections such as step-up authentication via OnelLogin.



Comprehensive Management of User Identities
for Hybrid Enterprise

lal BeyondTrust

Privileged Access Management

Comprehensive, integrated privileged access
management solutions that provide visibility and control
over all privileged accounts and users in your
environment.

Enterprise Password Management
Gain visibility and control over privileged credentials as
well the systems they’re designed to protect.

Least Privilege Management
Enforce least privilege on Windows and Mac endpoints
without compromising productivity or security.

Server Privilege Management

Control administrator/root, reduce risk, and achieve
compliance on Windows, Unix/Linux and network
devices.
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Secure Authentication

Enable secure authentication via SAML or RADIUS
single sign-on (SSO) and automatically provision /
deprovision user access to SaaS and on-prem
applications.

High-Risk Login Detection and Remediation

Onelogin Adaptive Authentication uses machine
learning to determine whether to prompt users for MFA.
It uses a broad set of inputs, including networks, devices,
geography, and time, to build a user profile to score the
risk of new login attempts and determine when to step
up authentication.

Identity Analytics and Reporting
View ldentity audit reports and intelligence via standard
templates or build your own custom report in seconds.

Top Ranking by Analysts

Top Ranking in Gartner’s
Peer Insights Customers’

Named Visionary
In Gartner’s IDaaS

Choice 2018 for Access Magic Quadrant
Management
Gartner Gartner

= e

The Total Economic Impact™
of OnelLogin: 428% RO,
2 Months Payback

Named a Leader in
The Forrester Wave™:
B2E Cloud IAM
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